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, ". !: I,RE: EB Docket No.06-36.'
CPNI Certification for Calendar Year 2008

Dear Ms. Dortch:' . , I , ,
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,: ", , " . l' :.. ~. _j , •• ~, ,f ~" ( .• ... "l '.'

Enclosed for filing please find an origiriallind four coPies of Annual 47 C.F.R.S8ct .
64.2009(e) CPNI CarliflC8tion along with an original and four copies of the Accompanying
Statement of Compliance Attachment for CrQssIake Tetephone.Company·dJbIa.C!'OSSIake .
Communications. '. .' .. ;;

, .
Sincerely. .
~~~

Debby FIoerchingEir ' . ,: "
Office Manager .
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Annual 64.2009(e) CPNI Certification for 2008.
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Date filed: 01/2612009

Name of company c6Verei:J by this cerIIflcatlon: Crosslake Telephone Company d/b/a Crosslake
Communications

~ • : .', • . I~ f" • ...... -':,: <

Form 499 Filer 10: 807783'
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"
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Name Of signatory: Paul Hoge

Title of signatory: General Manager

~ .-. ..; l', ."
, '.•.. 1

I, Paul Hoge, certifY thatl am an ,officer oftIulcom~ named~, ~ acting as an agent
of the company, ~ I have persona/~ tN!t:tIul;C9mpany has established operating
procedures that are adequate to ensure' compliance With the Commission's CPNI rules. See 47
C.F.R. § 64.2001 at seq. , '

Attached to 'thlscertifk:ation is an'acc()mpanyiniJ 8f8tamen!e~ how the company's
procedures ensure that the company Is in compliance with the requirements set forth in section
64.2001 et seq. of ,the Commission's ruleS. Sse a1tBch8d aecompamdnq stat{¥11BOt of epgratjna
DfOCBdures. .", .. ,'. ' ." .'.:': "'", -.. ;. ' . ' ',' ; '; . ".: -,'

, "

The company has not taken any actions (proceedings instituted or petitions filed by a
company at either state commlssions"the COlIIt systetn.,Of at the.COl'J1mI.SllIOn against data brokers)'
against data brokers in the,past year. ; .,' ' ".' ,'" " , ,,' " ': " :'

. . .. -' .' )- . ..... \.

The company has not, received anY cU~ ComplaintS inth8 past yearOOneernino the
unauthorized release of CPNI. "

The compariyourr8nttyhas r9c8iVed,n()in~ with~mitis procilssesp,.xiers
are using to attelnpttO aCCess CPNL' :At this tiine; We'haVenOt encounteredknown'jJretextIng. Our
protective measures against pretexters are outlined In the accompanylng statement of operating
procedures. "'" ' , "" '" ~'j ,','" " I" '"

Signed:
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AnACHMENT: .Accompanying Statement of Compliance
... ....

'. .
Per the FCC CPNI rules [47 CFR §64.2009(e») and as referenced In the attached signed
certification, Crosslake Telephone Company d/b/a Crosslake Communications herein
referenced as the Company hefeby certifies that the Company Is In compliance with the
FCC CPNI rules and has'outllned some of the important operating procedures below in .
order to ensure the Company's compllancein the protection of CPNI: " c,

Use ofCPNI in Maiwtlng· .
. ! ,,

• i' . >

, ..; ••' , ~ ' f

,.' ..
Our company does not useCPNI.in any of Its marl<eting efforts, and does not permit the use
of, or access to, customer CPNI by our affiIlates or any third parties. We use, dIsclose, or
permit access to CP.NI only for the purposes permitteduncler.47 U.S.C.5ectfons:222(c)(1)
and (d)., •.' " . J

CPNI safeguards

Our company has designated a compliance officer to maintain and secure the company's
CPNI records and to supervise training of an company employees.

Our company trains Its personnel as to when they are, and are not, authorized to use or
disclose CPNI, and we have an express disciplinary process In place if the rules are
violated.

Our company authenticates the identity of a customer prior to disclosing CPNI based on a
customer-initiated telephone contact, or In-offlce visit.

Our company disclosed call detail information (COl) in a customer-inltlated can only; after the
customer provides a pre-estabtlshed password; or, at the cust0m8(s request, by sending the
COl to the eustome(s address of f9COlli; or by calUng back the customer at his or her
telephone number of record.

Our company discloses CPNI to a customer In person at our office location only when the
customer presents a valid photo 10 and the 10 matches the name on the account.

Our company establishes passwolds with customers In order to authenticate customer.
Neither passwords nor the backup method for authentication rely on customers' readily
available biographical infonnation.

Our company notifies a customer immediately of changes In: a custome(s password, a
customer's response to back-Up means of authentication, or address of record.

CPNI Recordkeeplng and Reporl/ng

Our company maintains records of our compliance with the FCC's CPNI Rules for use of
CPNI in outbound marketing efforts, for at least one year.



Our company is prepared to provide the FCC with written notice, within five business days of
any instance where the ·opt out" mechanisms do not work properly.

Our company is prepared to notify the U.S. secret Service and FBI within seven business
days after the occurrence of an Intemational, unauthorized (or exceeding authorization),
access to, use of, or disclosure of CPNI. We may also notify the customer of such breach,
after consulting with the investigatory agency(ies) , if we believe there is an extraOfdinarily
urgent need to notify 8 customer (or class of customers) In orderto avoid immediate or
irreparable harm. We will notify the cuslOmer of the breach after seven business days
following notification to the FBI and Secret Servica, if such agencies have not requested that
we postpone disclosure to the customer.

Our company will maintain records of any discovered breaches, notices to the Secret
Service and FBI, and their responses, for at least two years.


